
 

 

 

 

 

 

SkillSoft Corporation CISSP 

www.skillsoft.com/live                                                                                                                                                          

 

Certified Information Systems Security Professional (CISSP) 
Course Description   

            Certified Information Systems Security Professional (CISSP) 
Expert Encore          

 
Expert Encore courses within SkillSoft’s Live Learning 
SkillSoft’s CISSP Expert Encore course provides on-demand access to all Recorded 
instructor-led sessions and learning enrichments, plus any class updates released during 
the 12-month term. This course includes: 
 
 

 Team Teaching Approach – students learn from highly-qualified experts. 
 On-Demand Recordings – if students miss a class, want to review, or are looking 

for a head start, Encore recorded classes are available anytime, anywhere. 
 Learning Resources – printable, searchable classroom materials and online 

instructor class notes. 
 Certification Practice Exams – assess exam readiness before going to the test 

center 
 Mentoring – access to qualified, expert mentors via chat and email for clarification 

and a deeper dive into the subject. 
 

Course Description 
More and more today, companies rely on the network for the storage and fast retrieval of 
mission-critical corporate data and information. Securing these massive amounts of 
sensitive data is critical for the success of the organization and one of the main reasons 
that security has become one of the most important areas of IT specialization available. As 
the first ANSI ISO accredited credential in the field of information security, the Certified 
Information Systems Security Professional (CISSP) certification provides information 
security a globally recognized standard of achievement. Considered the gold standard in 
the information security realm, this credential gives prospective employers an invaluable 
tool in validating candidates' expertise in securing an enterprise, and provides global 
recognition for top information security professionals. This expert-led course prepares 
learners for the examination requirement of this valuable certification, focusing on the ten 
domains covered by the Common Body of Knowledge (CBK), as outlined by the ISC2 
organization. 

Objectives 

Upon completion of the Certified Information Systems Security Professional course, 
students will be able to:  

 Implement solid security practices 
 Perform in depth risk analysis 
 Configure proper access rights and permissions 
 Implement access control 
 Secure data as it crosses the network 
 Implement proper change control 
 Understand methods used to attack resources 
 Understand the systems development life cycle 

 
 
 
 
 

 

              
Certified Information Systems 
Security Professional (CISSP) 
 
 
Instructor Team:  

Ed Yanez 
CISSP 
CCIE #6784 Routing & Switching 
CCIE #6784 Security 

(Other Security experts join Mr. 
Yanez during the course.) 
 
 
Course Duration: 30 hrs (approx.) 
Exam(s):  CISSP 
Cert(s):    CISSP* 
 
 
Included Materials: 
   On-demand recordings 
   Practice Exams 
   Online student guide 
   Mentoring 
   Instructor Class Notes 
 
 
SKIL Code: LLIS0002 
Course Term: 12 months 

 

http://skillsoft.com/products/live_learning/experts.asp?id=9
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Certified Information Systems Security Professional (CISSP) 
Course Description   

 

Objectives, continued… 
 Perform security audits 
 Develop a business continuity plan 
 Understand laws on and about computer crime 

 
 
Target Audience 
This course is beneficial to any system or field engineers responsible for any aspect of 
network security. This course is recommended for any students attempting the CISSP 
certification, and is ideal for mid- and senior-level managers who are working toward or 
have already attained positions as CISOs, CSOs or Senior Security Engineers. 
 
 
Recommended Prerequisites 
A minimum of three years of direct full-time security professional work experience in one 
or more of the ten domains covered by the Common Body of Knowledge (CBK) is 
recommended. 
 
 
Outline 
Certified Information Systems Security Professional (CISSP) 

Module 1: Introduction 
Module 2: Access Control Systems and Methodology 
Module 3: Telecommunications, Network, and Internet Security 
Module 4: Security Management Practices 
Module 5: Application Development Security 
Module 6: Cryptography 
Module 7: Security Architecture and Models 
Module 8: Operations Security 
Module 9: Business Continuity Planning 
Module 10: Computer Crime 
Module 11: Physical Security 

 
 
*Special Considerations 
Earning the CISSP credential requires work experience and expertise in specific domains as 
defined by the (ISC)

2
 organization. Be sure to check the (ISC)

2
 website for a complete set of 

requirements to earn the CISSP designation 
 
 
 

About SkillSoft Live Learning 
 
SkillSoft Live Learning scales 
the advantages of instructor-
led training with the 
efficiencies of the Internet into 
a seamlessly-blended learning 
environment students can't get 
anywhere else. Live, online 
classes bring world-class expert 
instructors to your desktop or 
laptop where they deliver an 
unparalleled overall learning 
experience.  
 
 
SkillSoft Live Learning- 
Experience the Difference 
 
www.skillsoft.com/live  


